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ABSTRACT

The Primary objective of this bibliometric analysis is to study the topic of

Cyber insurance, Cyber risks,

,,Cyber risks and cyber insurance,

s

which involves an examination of

Digitalization, Insurance Industry,
Vosviewer, Scopus.

publications listed in the Scopus bibliographic database. According to
predefined criteria, using the software tool VOSviewer, the current trends
within 566 documents were surveyed and outlined. As a result of the study, the
following research objectives were met: (i) scientific publications by year were
surveyed and an upward trend in publication activity was identified; (ii) based
on an analysis of co-authorship and most active authors, the leading
researchers on the topic were highlighted; (iii) as a result of an analysis of the
co-occurrence of keywords and the ten most frequent among them, specific
terms were identified; (iv) using the analysis of documents on the topic, the most
cited were specified; and (v) analyzing the number of publications by country,

the most active representatives were highlighted.

© 2026 Global Economic Horizons

1. INTRODUCTION

The global development of information technology in
every aspect of human cognition and practices has
resulted in the generation and subsequent expansion of
new risks and vulnerabilities, including the
intensification of cyber incidents observed in recent
decades. The axiomatic assertion that risks underpin
insurance activity (Ninova & Ninov, 2023), largely
explains the need to study cyber insurance,
unconditionally accepted as an innovative activity
offering insurance products, in the form of an insurance
service, in response to emerging cyber risks. The
negative trend identified about the diversity of constantly
emerging and dynamically transforming cyber risks,
viewed through the prism of insurance activity, has
resulted in the emergence of a new paradigm, at the
centre of which a special place is given to cyber insurance
as a tool to reduce and/or neutralise the negative
consequences of the manifestation of the said risks. The
observed dynamics of emerging risks logically and
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invariably follow the trend of development of the modern
world in relation to the massive use of digital
technologies in combination with artificial intelligence
(Kumar et al., 2019). This is why the emerging threats to
business and society, which are proven to be cyber in
origin, require an adequate response, including from the
insurance business. Cyber insurance can help cover the
costs and liabilities associated with potential losses and
provide insurance consumers with reimbursement for
losses and damages incurred (Eling & Zhu, 2018).

Cyber incidents include, e.g., cyber crime, IT network
and service disruptions, malware/ransomware, data
breaches, fines, and penalties are in the first position in
the ranking ,,The most important business risks in 2025:
global“ (Allianz 2025, 2025). The presented ranking of
business risks is the result of voting by 3778 risk
management experts from 106 countries and territories
(Allianz 2025, 2025), concerning the ranking of
corporate risks. The results of this ranking are eloquent —
the first position, the experts give to cyber incidents (38%
of the answers, with a record 7% lead over other risks).
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Attention should also be paid to the fact that in the same
ranking, the risk impact of new technologies and
developments in the field of artificial intelligence (Al) is
a new entrant in the top 10 global risks in 10th place
(Ninova, 2024a; Allianz 2025, 2025). Defining and
evaluating cyber incidents as leading risks reflects the
importance of today's digital economy, where IT
disruptions, the evolving threat of ransomware, data
breaches, and extortion, as well as geopolitical rivalries
and conflicts, are considered valid reasons for the
paradigm shift mentioned in the text above. As a result of
this new reading, insurance protection is no longer
perceived solely as a solid cost for individual entities, but
is attributed the importance of an investment, and one
with extremely high returns. Moreover, in purely
economic terms, cyber insurance can also be seen as an
instrument that guarantees both the prevention and
repression of cyber risks. In addition to the thesis put
forward, we would point out that it is precisely cyber
incidents that result in significant safety damage and
negatively impact the economy (Rizov, 2024; Eling &
Schnell, 2016).

Placing the focus of research on cyber incidents
automatically highlights the scale and number of areas
that appear to be related to them. Addressing emerging
and modified cyber risks, about digitalization in
insurance, in the face of InsurTech (Ninova & Ninov,
2024b), outlines interconnections with SupTech and
Cyber Underwriting and Resilience (European Insurance
and Occupational Pensions Authority, 2025; Berman et
al., 2021; InsurTech World, 2022; FinTech Global, 2023;
Grand View Research, 2021; Chang, 2023; Insurance
Information Institute, Inc., 2020; Business Wire, 2020;
TIBCO, 2025). By their nature, cyber—related risks are a
kind of “‘combination of the likelihood of cyber incidents
and their impact”, according to the Financial Stability
Board's (FSB) Cyber Lexicon (Financial Stability Board,
2023). Cyber risks are a global problem, affecting not
only the insurance industry but the economy as a whole.
Cybercrime is projected to cost humanity $10.5 Trillion
Annually By 2025 (Cybersecurity Ventures, 2020), and
cyber risks are emerging as a constant threat to humanity
(Perforce, 2025). In 2025, Veeam® Software is releasing
a Europe—focused Ransomware Trends Report for 2024,
which is based on lessons learned from 350 victims
(Veeam® Software, 2024). Everstream analytics
announces the <2025 Supply Chain Annual Risk Report”
highlighting the top five most likely supply chain events
that could potentially impact businesses and supply
chains in 2025 (Everstream analytics, 2025).

The high (recorded and expected) frequency of cyber
risks, inevitably accompanied by negative consequences
for society and business, directly affects the insurance
business. In the context of the approbation of cyber
insurance, the place and importance of insurance as an
important economic activity that can help neutralise
and/or minimise the consequences of the manifestation of
risks, including those with a cyber genesis, are
reaffirmed. The latter, in turn, appears to be a kind of
motive of the author's team to carry out a taxonomical

study by applying bibliometric visualization based on
data extracted from Scopus. With the help of the software
tool for construction and visualization of bibliometric
networks — VOSviewer, data were processed, and the
obtained results were analysed, and on this basis, the
conclusions were generalised.

The main research objective that the authors set for this
taxonomical study is to present and analyse information
extracted from the Scopus indexing database on the topic
of “Cyber risks and cyber insurance” using bibliometric
visualization. In this way, the main trends in the world
literature on the topic under consideration will be
outlined, with a focus on analyzing: i) scientific
publications, according to the criterion of years; ii) co-
authorship and highlighting the most active authors,
according to the criterion of number of documents; iii)
co-occurrence of keywords and the most frequent of
them; iv) documents on the topic and which of them are
most frequently cited; and v) countries and the most
active representatives among them, according to the
number of published documents.

To achieve the main research objective, the following
research questions are posed in the framework of this
research study, which will be sought to be answered:

RQ 1: What is the trend in terms of the number of
scientific publications in the Scopus database, analysed
by the criterion “Year”?

RQ 2: Which are the authors whose scientific works
on the topic “Cyber risks and cyber insurance” are
included in the Scopus database, and which are the most
active among them?

RQ 3: Which are the keywords in the publications on
the topic “Cyber risks and cyber insurance” and which of
them are the most frequent?

RQ 4: Which papers on the topic “Cyber risks and
cyber insurance” form part of the Scopus database, and
which of them are the most cited?

RQ 5: Which countries generate research papers on
the topic “Cyber risks and cyber insurance” and which
stand out among them with the highest number of papers?
The answers to the research questions are presented in the
Results and Discussion section.

The present research is concerned on the one hand with
the economic view of the problem arising from the scale
of cyber incidents, a direct result of the manifestation of
cyber risks, and on the other hand, the impact of these
risks on insurance activity (Jooycar, 2023; R&I Editorial
Team, 2024; MarketsandMarkets Research Private Ltd.,
2023; Ayaz et al., 2023; Carfora et al., 2019; Ninov &
Ninova, 2018) and in particular on the development of
cyber insurance as a specialised type of insurance.

In essence, the dynamics in the development of cyber
insurance and its symbiosis with the evolution of services
resulting from cyber threats find their application in
responding to the demand for cyber security (Schatz et
al., 2017; Geer et al., 2020; Levite et al., 2018; Zureich
& Graebe, 2015) for both individuals and legal entities.
This only further highlights the sense and importance of
society to demand and subsequently offer this specific
type of insurance protection. From a scientific
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perspective, an opportunity is created for a peculiar
increase in the thematic range of research questions - the
subject of potential future developments on the topic of
,Cyber risks and cyber insurance®.

In this line of thought, this research is directed at all
experts — both theoreticians and practitioners — who have
scientific interests related to the knowledge of the
established directions, development, and trends in
specialised scientific publications dedicated to cyber
risks and cyber insurance. The results of the present study
can serve as a kind of “guide” — a landmark in the
impressive variety and quantity of scientific publications
devoted to the topic.

The presented document is structured in five sections.
The first part of the paper (Introduction) is devoted to the
clarification of the necessity of conducting research in the
field of cyber risks and cyber insurance, while justifying
the relevance of the topic. The second part is a brief
overview of the publications on the topic under
consideration, grouping them into different sub-topics in
the context of the diversity of publications/ papers. In the
third part, the research algorithm and methodology are
described in detail, and the method for extracting the data
necessary for the research is presented. The fourth part
presents and discusses the results obtained as a
consequence of the analyses carried out in terms of: i)
scientific publications by year; ii) co-authorship and most
active authors; iii) results of co-occurrence of keywords
and the ten most frequent keywords; iv) documents and
specifically the ten most cited documents; and V)
publication activity by country and the most active
countries according to the number of documents
published. The last part (Conclusion) generalises and
discloses the results and, on this basis, draws the relevant
logical conclusions as a result of the research carried out.

2. LITERATURE REVIEW

Scientific inquiries, or research, into cyber risks, seen as
the result of technological advances in every aspect of
human life, have logically evolved and increased over
time, from their emergence to today. With the unabashed
adoption of digital technologies, the number of
cybersecurity threats has also increased tremendously,
while at the same time, to date, the degree of their
sophistication has also been reported to have increased
compared to when they first emerged. It is because of
these two parallel processes that the importance and
relevance of countermeasure tools have increased,
ensuring the desired “cyber hygiene” and providing a
reliable and sustainable cyber framework (CISA
(Cybersecurity and Infrastructure Security Agency),
2025). It is an undeniable fact that both individuals and
organisations of various sizes are constantly falling
victim to cyber crimes (for example: cyber attack, data
breach, etc.), to cover the financial losses of which, cyber
insurance comes to the rescue. Based on our analytical
review, we have invariably concluded that the topic of
cyber risks and cyber insurance, in a purely etymological

aspect, is a derivative of two completely independent,
extremely well-analysed and scientifically exploited
topics. Within the framework of the present study, the
literature review on the topic under study covers, as a
matter of priority, publications in the following three
main areas: 1) Cyber risks, 2) Cyber insurance and 3)
Cyber risks and cyber insurance, and in this regard only
those sub-areas on these sub-areas will be highlighted
where a critically high mass of publications has been
reported. Covering all perspectives (sub-areas within the
three main areas) is an extremely difficult task given the
multifaceted nature of the subject matter and the
continuously emerging new fields of research — a direct
consequence of the dynamically evolving subject matter,
the transformations that have occurred, and the evolution
of theory and practice in the field of cyber risks and cyber
insurance.

Having made this important clarification, in the
following lines of the exposition, we proceed to fulfil our
intention, namely: to present a literature review on the
stated three directions of the topic, focusing on
publication activity, including their fundamentally
significant sub-directions.

And since cyber risk is at the heart of everything, it will
serve as our starting point. Cyber risk, in all its facets, has
become a widely discussed topic and a dynamically
developing field in science, the subject of analyses by
several researchers who contribute to enriching its
discourse and enhancing our understanding of it. It is
quite logical that a part of the research in the thematic
area of cyber risk is devoted to its definition and detailed
characterisation of its “anatomy” (understood as specifics
and features) (Strupczewski, 2021; Cains et al., 2022),
(Curti etal., 2023; Jamilov et al., 2023; Oltramari & Kott,
2018; Cains et al., 2022). The existence of a wide variety
of cyber risks, distinguished by their different origins,
frequency, and severity, leads to the need to classify them
and thus to systematise them into risk classes. Authors
who have devoted their efforts to trying to build and
introduce a classification of cyber risks (Bohme &
Kataria, 2006; Sheehan et al., 2021; Muravskyi et al.,
2021; Malavasi et al., 2024), address, in parallel with this
issue, the cyber risk classification framework (Sheehan
et al., 2019; Sheehan et al., 2021; Ye et al., 2006; Zadeh
et al., 2023; Rabitti et al., 2024). The management of
cyber risks has been the focus of several publications
discussing the options and means to manage them
(Ghadge et al., 2020; Evans, 2019; Rosado et al., 2022;
Evans, 2019; Refsdal et al., 2015; Johnson, 2015; Eling
et al., 2021; Gatzert & Schubert, 2022; Kosub, 2015)
(Dacorogna & Kratz, 2023; Biener et al., 2015).
Systematic cybersecurity risk assessment is the next
highly researched topic (Kandasamy et al., 2020;
Radanliev et al., 2018a; Akinrolabu et al., 2019;
Radanliev et al., 2018a; Ahmed et al., 2022; Ralston et
al., 2007; Bolbot et al., 2020; Tsiodra et al., 2023). A
significant body of published research has focused on the
impact of cyber risks on particular economic sectors,
such as:

e financial (Bouveret, 2018; Pollmeier et al., 2023);
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e energetic (Ige et al., 2024; Apostolou et al., 2018;
Venkatachary et al., 2017);

e healthy (Sardi et al., 2020; Ksibi et al., 2023; Nifakos
etal., 2021).

Significant scientific attention, given the causal

relationship, is paid to the cyber risk-cyber security

relationship (Cremer etal., 2022; Lee I. , 2020; Leuprecht
etal., 2016). Differentiated views of cyber risk (including
computer science, network engineering, economics, and

actuarial science) are the foundation for building a

fundamental approach to cyber risk analysis (Bhme et al.,

2019) and assessing the real cost of cyber risk events

(Eling & Wirfs, What are the actual costs of cyber risk

events?, 2019b).

As we have already repeatedly pointed out, the

continuous increase in cyber incidents, which are a direct

consequence of the manifestation of cyber risks, has
resulted in a growing number of studies dedicated to the
search for alternatives to minimise and compensate for
the damage caused by their implementation. As an
economic activity, cyber insurance is an alternative to
minimise and/or neutralise cyber risks. Its essence as an
economic activity, possessing its own organisational and
managerial logic and philosophy (and fully in line with
the evolving understanding of the nature and diversity of
cyber hazards), finding expression in a final product —
cyber insurance —has invariably emerged as a field for
several scientific analyses and research. Several
researchers have set the working framework with respect
to cyber insurance, introducing basic definitions (Tsohou

et al., 2023; Bohme & Kataria, 2006; Pal et al., 2014).

Other authors have an even more ambitious task — they

propose a comprehensive and conceptual formal

framework that aims to capture all the key processes and
stages of policy development in the context of cyber
insurance (Matejka et al., 2021; Woods & Simpson,

2017; Panda et al., 2025). The focus in some of the

published research papers is on cyber insurance coverage

(Xie et al., 2020; Granato & Polacek, 2019) and on the

design of cyber insurance policies (Khalili et al., 2018;

Dou et al., 2020; Barreto et al., 2021; Pal R. G., 2011;

Awiszus et al., 2023; Kurmaiev et al., 2020). Obviously,

no less important for science and practice is the topic of

the insurance premium. In this regard, it is noteworthy
that the large number of publications related to issues
concerning the premium pricing process for cyber
insurance (Antonio et al., 2021b; Chiaradonna &

Lanchier, 2022; Snavely, 2023; Yang et al., 2020; Skeoch

& Pym, 2023), their adjustment and optimisation

(Antonio, 2021a; Uuganbayar et al., 2021), and

evaluation (Chen et al., 2023). A concentration of

analyses and developments, respectively, is observed in
the cyber insurance market, within which issues related
to:

e specifics and trends in national cyber insurance
markets (USA, Germany, Norway, Israel, Sweden,
UK, India, Finland, etc.) (Xie et al., 2020; Cole &
Fier, 2020; Cremer et al., 2024);

e current and future legal regulations and legislative
framework (Herr, 2021; Lemnitzer, 2021; Eling &
Schnell, 2019a);

e cyber insurance contract, in the context of its
parameters, attributes, and features — (Dou et al.,
2020; Aziz, 2020), including in the context of
blockchain technologies (Farao et al., 2024);

o the diversity and specificities of cyber insurance
products (McGregor et al., 2023);

e the cost and management of loT-related cyber risk
(Leong & Chen, 2020).

Of course, this is the place to remind that the sub-
topics of cyber insurance mentioned above in the text do
not exhaust all existing sub-topics, but mainly those with
a high concentration of publicity activity on them.

3. METHODOLOGY

3.1 Bibliometric visualization

One of the traditional approaches, e.g., systematic
literature reviews, offers in-depth insights into a limited
number of papers and yet may miss significant papers
related to the field being studied (Jesson et al., 2011;
Oztirk et al., 2024). When conducting scientific
research, different software and tools can be used
individually or complexly (within one study) to carry out
bibliometric analysis (Long Island University, 2024): i)
BibExcel (designed to assist in the analysis of
bibliographic data); ii) CiteSpace (e Java application for
visualizing and analyzing trends and patterns in scientific
literature); iii) PoP (Publish or Perish is used to calculate
citation metrics from Google Scholar data); iv) RStudio
(open source software for data science, research and
technical communication is an integrated development
environment (IDE) for R); v) SITKIS (is a bibliometric
tool); vi) VOSviewer (a software tool for constructing
and visualizing bibliometric networks such as journals,
researchers or individual publications and these can be
constructed based on citation, bibliographic linkage, co-
citation or co-authorship) (Long Island University,
2024). In addition to the above tools and software that
can be used for bibliometric analysis, Bibliometrix (An
open-source R-tool that is used to complete complex
scientific bibliometric analysis. It uses data from Scopus,
Web of Science, Dimensions, PubMed, and Cochrane. A
version called biblioshiny has been released for use in R
for non-coders (University of Illinois, 2023).
Bibliometric visualization analysis is a reliable and
specific method for conducting scientific research and
analysis when working with large volumes of scientific
data, enabling the discovery of evolutionary nuances
within a specific scientific field (Donthu et al., 2021).
Bibliometric methods or “analysis™ have become integral
to research evaluation methodology, primarily in the
scientific and applied fields (Ellegaard & Wallin, 2015).
The application of bibliometric analysis is aimed at
revealing emerging trends in the presentation of articles
and journals, fixing patterns of collaboration and research
components, as well as exploring the intellectual
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structure of a specific field in the existing literature
(Vermaa & Gustafsson, 2020; Redzwan & Ramli, 2022;
Donthu et al., 2021). Back in 2015, Ole Ellegaard and
Johan A. Wallin defined a normalised impact norm
I n,norm for a corpus of articles published over years to
a year n (Ellegaard & Wallin, 2015). Naveen Donthu,
Satish Kumar, Debmalya Mukherjee, Nitesh Pandey, and
Weng Marc Lim, in 2024, in How to conduct a
bibliometric analysis: an overview and guidelines,
highlight the popularity and rigour of bibliometric
analysis as a method for examining and analysing large
volumes of scientific data (Donthu et al., 2021). In the
research paper “How to design bibliometric research: an
overview and a framework proposal” by Oguzhan
Oztiirk, Ridvan Kocaman & Dominik K. Kanbach from
2024, the authors present four “Stages and steps of
bibliometric research” (Ozturk et al., 2024). In his
scientific publication “Bibliometric Analysis: The Main
Steps” from 2024, Ioannis Passas presents the 7 basic
steps for bibliometric analysis, the possibility of using
relevant tools/software, and the expected results (Passas,
2024). The bibliometric visualization approach enables
the analysis of many literature sources and better explains
complex research topics (Rodrigues et al., 2014). Within
the present study, this was achieved by applying a
specialised software tool to create maps based on
network data and to visualise and explore these maps —
VOSviewer (Nees Jan van Eck and Ludo Waltman;
Version 1.6.20) (Jan van Eck & Waltman, 2023), which
tool was used to identify and analyse use (Ellili et al.,
2024) the co-occurrence of authors, co-occurrence of
keywords, citation of documents, and bibliographic
coupling by countries. When creating a grid
visualization, items are represented by their label and by
default also by a circle, with the label's size and the item's
circle determined by the item's weight (Jan van Eck &
Waltman, 2023). The software generates a map by
identifying clusters, and the clusters are further analysed
using systematic analysis (Ellili et al., 2024; Long Island
University, 2024). To visualise the relevant maps and to
perform the corresponding analyses (in terms of co-
occurrence of authors, co-occurrence of keywords,
citation of documents, and bibliographic coupling by
countries), documents were extracted from the Scopus
database.

3.2 Data Collection

The data collection method followed an algorithm
containing four main steps applied to the Scopus database
to identify only publications on ,,cyber risks and cyber
insurance . A string of keywords is the result of a search
in the specified database, where search within is carried
out as follows: ( TITLE-ABS-KEY ( cyber AND risks)
AND TITLE-ABS-KEY ( cyber AND insurance) ). As
of January 3, 2025, the search results yielded 577
documents that met the set criteria.

An additional limitation was imposed on the next phase
of data collection for conducting the study ( TITLE-ABS-
KEY ( cyber AND risks) AND TITLE-ABS-KEY (
cyber AND insurance ) ) AND ( LIMIT-TO (

LANGUAGE, “English”)). As a result, 566 documents
were selected, but excluded were Italian, Chinese,
Ukrainian, German, Polish, and French. It is important to
note that no additional restrictions regarding document
type were applied during the data collection process (see
Table 1).

Table 1. Number of document types

No. Document type Number

1 Avrticle 264
2 Conference paper 203
3 Book chapter 46
4 Review 16
5 Book 16
6 Conference review 12
7 Editorial 3

8 Short survey 2

9 Note 2

Source: (Elsevier, 2025 a)

Notably, the predominant number of documents in the
Scopus bibliographic database are of the article type,
followed by the conference paper type, and with a
significantly smaller number of book chapters.

Another equally essential ,technical detail,, of the
analysis is that the task is to analyse the documents
indexed in Scopus for the period 2001-2025.

==

||

Figure 1. Search Criteria for Scientific Publications
Source: Author’s data (Chandrarathne et al., 2023)

Ultimately, the bibliometric analysis was officially
performed on 566 documents after the selected search
criteria for scientific publications were applied in Scopus.
The search criteria for scientific documents and their
sequence of application are presented in Figure 1.

4. DISCUSSION AND ANALYSIS

4.1 Documents by year

Figure 2 presents the relevant documents selected
according to the criterion — year of publication. The
results obtained for the selected period 2001-2025 are
characterised by noticeable dynamics. After 2012, there
is a clear trend towards an increase in the number of
documents indexed in Scopus on the topic of “Cyber
risks and cyber insurance”. A peak of sorts in the number
of published documents on the topic is observed in 2023,
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during which 77 documents were indexed. The causal
link can be sought in the fact of increasing incidents
resulting from the implementation of cyber risks and the
search for alternatives to overcome them, including cyber
insurance.
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Figure 2. Documents Trends By Year
Source: (Elsevier, 2025 a)

Table 2 presents the five years in which the most articles
on the topic were published, and the period they cover is
from 2020 to 2024. Of the 566 publications identified,
332 are papers published in the 5 years mentioned, or
approximately 58.66% of the total number of all
publications that are part of this study and specifically
retrieved from the Scopus database.

Table 2. Top Five Years With The Most Documents

No. Year documents.
1 2023 77
2 2024 70
3 2022 64
4 2021 62
5 2020 59

Source: Authors based on (Elsevier, 2025 a)

The results obtained so far from this part of the research,
including the analysis of the documents per year on the
topic of “Cyber risks and cyber insurance”, as well as the
identification of the top 5 years with the highest number
of scientific publications on the topic, accumulated in the
Scopus database, provide an answer to the first of the
research questions mentioned in the Introduction.

4.2 Co-authorship Analysis and the Most Active
Authors

Co-authorship mapping is performed using VOSviewer,
with authors represented by labels and circles. The label's
size and the item's circle are determined by the weight
relative to the encounters (Jan van Eck & Waltman,
2023). The criteria for the minimum number of
documents per author are 2. Thus, out of 1230 authors,
226 meet the requirements. Figure 3 visualises the
information representing the largest set of 19 items,
separated into 5 clusters with 45 links (weights —
document).

Figure 3. Co-Authorship Network Visualization:
Author: Largest Set

The largest set consists of 5 clusters. Cluster 1 (red, n =
5) and includes the authors Martin Eling (13 documents,
4 links, and 6 TLS), Lawrence A. Gordon (2 documents,
2 links, and 2 TLS), Kwangmin Jung (3 documents, 1
link, and 2 TLS), Werner Schnell (2 documents, 1 link,
and 2 TLS), Shaun Shuxun Wang (6 documents, 7 links,
and 21 TLS). The following authors fall within Cluster 2
(green, n = 5) Hai Jiang (3 documents, 6 links, and 12
TLS), Xiao Lu (3 documents, 6 links, and 12 TLS), H.
Vincent Poor (2 documents, 4 links, and 4 TLS), Nicolas
Privault (2 documents, 5 links, and 8 TLS), Shaun S.
Wang (2 documents, 4 links, and 4 TLS). Cluster 3 (blue,
n = 4) consists of Zhu Han (2 documents, 4 links, and 5
TLS), Dinh Thai Hoang (4 documents, 4 links, and 10
TLS), Dusit Niyato (17 documents, 14 links, and 54
TLS), and Li Wang (2 documents, 2 links, and 2 TLS). ).
Cluster 4 (yellow, n = 3) consists of Shaohan Feng (7
documents, 4 links, and 25 TLS), Ping Wang (14
documents, 12 links, and 46 TLS), and Zehui Xiong (7
documents, 4 links, and 25 TLS). The following authors
fall within Cluster 5 (purple, n = 2): Sivadon Chaisiri (2
documents, 3 links, and 5 TLS), Ryan K. I. Ko (2
documents, 3 links, and 5 TLS).

Table 3 shows the top ten authors with at least 2 papers
on ,cyber risks and cyber insurance”. The ranking
criterion is the number of indexed documents. Each
author's TLS (Total Link Strength) is also presented in
the table.

Table 3. The Top Ten Most Active Authors

No. Author Documents TLS
1 Dusit Niyato 17 54
2 Ranjan Pal 15 48
3 Ping Wang 14 46
4 Martin Eling 13 6
5 Mu’?(:\lér;)i\?jr;g/ay 1 o
6 Minguan Lin 10 33
7 Artsiom Yautsiukhin 9 26
8 Fabio Martinelli 8 21
9 Jens Grossklags 8 13
10 Ulrik Franke 8 2
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* TLS (Total link strength)
*The results obtained and presented were extracted after
using the software tool VOSviewer.

The results obtained from the presented analysis provide
an answer to the second research question posed on the
topic.

4.3 Co-occurrence Analysis of Keywords and Top Ten
Most Frequent Keywords

Figure 4 maps the network of all keywords. A constraint
is set on the minimum number of occurrences of a
keyword, namely 2 occurrences. This requirement is
tailored to the version of the software application and to
the specifics of — by default, a maximum of 1000 rows
representing the 1000 strongest links between elements
are displayed. In the network visualization, keywords are
defined by their label and by default, as well as by a circle
(Jan van Eck & Waltman, 2023). The weight of the
matches determines the label's size and the keywords'
circle; in general, the more similar the two keywords are,
the stronger their connectivity (Jan van Eck & Waltman,
2023).

Figure 4. Co-Occurrences of Keywords Network
Visualization

Table 4. The Top Ten Most Frequent Keywords in Cyber
Risks and Cyber Insurance, and Occurrences in Scopus

No. Keyword  Occurrences TLS Cluster
1 Insurance 230 2440 6
2 Risk 164 1883 2

management
3 ) Cyber 136 1039 15
insurance
4 Risk 126 1517 3
assessment
5  Cyber security 122 1355 4
6 Cybersecurity 121 1334
7 Netwqu 95 1209
security
8 Cyber risk 81 474 15
9  Security of data 59 655 18
10 investments 43 564 2

* TLS (Total link strength)
*The results obtained and presented were extracted after
using the software tool VOSviewer.

In this study, 3240 keywords were identified, and after
introducing a minimum threshold of two occurrences, the
number was reduced to 784, classified into 19 clusters.
16,250 links and 26,713 TLS were identified.

Table 4 presents the top ten most frequent keywords from
the information extracted from the Scopus database on
the topic “Cyber risks and cyber insurance”. These are
presented by indicating the occurrences of the keywords,
the overall strength of the relationship, and the cluster to
which each of them belongs.

The data from the obtained results highlight “Insurance”
as a kind of leader, for which 230 matches were found,
TLS was 2440, and the cluster was 6th. This is not a
coincidence, as cyber insurance is a peculiar part of
insurance activity, i.e., from “Insurance”. On the other
hand, significant items when considering the mentioned
topic are namely “Risk management” (164 matches TLS
is 1883, the cluster is 2nd ); “Cyber insurance” (136
matches TLS is 1039, the cluster is 15th ); “Risk
assessment” (126 matches TLS is 1517, the cluster is 3rd)
and “Cyber security”(122 matchesTLS is 1355, the
cluster is 4th ).

The results obtained in this part of the study, related to
the co-occurrence of the keywords highlighting the ten
most frequent among them, serve to achieve the main
objective of the present study, namely answering the
above research questions, and, more specifically, the
research question posed under number 3 is answered
here.

4.4 Document Analysis

Next, an analysis of the most cited documents on the
topic is presented. In the Scopus bibliographic database,
566 documents were identified (with the specified
limitations) at the time of the study. In the network
visualization, the documents are represented by their
label using a circle (Jan van Eck & Waltman, 2023), and
the weight of the citations determines the size of the label
and the range of documents. Thus, the more similar two
documents are, the stronger their connectivity (Jan van
Eck & Waltman, 2023). A minimum requirement of at
least 2 citations per document was pre-set, resulting in
338 out of 566 documents being detected by the control.
The following figure presents the largest item set,
consisting of 202 documents, separated into 25 clusters.

Figure 5. Network Visualization of Citation Analysis of
Documents
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In terms of subject area, the largest share of papers is in
Computer  Science, followed by Engineering,
Mathematics, Business, Management and Accounting,
Economics, Econometrics and Finance, Social Sciences,
etc. According to the document type criterion, the leading
position is occupied by Article, followed by Conference
paper. The next positions are allocated to Conference
paper, Book chapter, Book, Review, etc., respectively.
The ten most cited documents are listed in the following
table by the number of citations.

Table 5. The Ten Most Cited Documents by Number of
Citations from Scopus

No. Author(s) Citations IIDart of the
argest set
1 (Rajapathirana & 596
Hui, 2018)
5 (Sabottke et al., 252
2015)
(Biener et al., 202
Insurability of
3 Cyber Risk: An +
Empirical
Analysis, 2015)
4 (Romanosky, 173 +
2016)
5 (Gordon et al., 165
2003)
(Bojanc & 158
6 Jerman-Blazic, +
2008)
7 (Marotta et al., 147 +
2017)
(Sheehan et al., 147
8 2019) *
(Hoang et al., 136
9 2017) *
(Radanliev et al., 122
10 20184) *

Source: (Rajapathirana & Hui, 2018) (Sabottke et al.,
2015) (Biener et al., Insurability of Cyber Risk: An
Empirical Analysis, 2015) (Romanosky, 2016) (Gordon
et al., 2003) (Bojanc & Jerman-Blazi¢, 2008) (Marotta et
al.,, 2017) (Sheehan et al., 2019) (Hoang et al., 2017)
(Radanliev et al., 2018a)

*The results obtained and presented were extracted after
using the software tool VOSviewer.

Although the research paper by R.P. Jayani
Rajapathirana and Yan Hui (Relationship between
innovation capability, innovation type, and firm
performance) from 2018 is the most cited document from
the Scopus database, with its 596 citations, it is not in the
largest set and is not part of the “Network Visualization
Of Citation Analysis Of Documents” (Rajapathirana &
Hui, 2018). This study aims to effectively manage
innovation capacity, helping to achieve more effective
innovation outcomes to generate better performance
(Rajapathirana & Hui, 2018). The peculiar leader in
prefacing this analysis was followed by the 2015
scholarly work on “Vulnerability Disclosure in the Age
of Social Media: Exploiting Twitter for Predicting Real-
World Exploits” by the author team of Carl Sabottke,
Octavian Suciu, and Tudor Dumitras (representing the
University of Maryland), which accumulated 252

citations (Sabottke et al., 2015), development which also
focuses on detection techniques that have applications in
risk modelling for cyber insurance and these highlight the
value of information provided by victims of attacks
(Sabottke et al., 2015). Another among the most cited
papers is “Insurability of Cyber Risk: An Empirical
Analysis” from 2015, by researchers Christian Biener,
Martin Eling & Jan Hendrik Wirfs, with 202 citations
generated from the Scopus database (Biener et al.,
Insurability of Cyber Risk: An Empirical Analysis,
2015). This is an article that discusses the adequacy of
cyber risk management insurance by extracting 994
cyber loss events (Biener et al., Insurability of Cyber
Risk: An Empirical Analysis, 2015).

The results obtained, after the research carried out by
mapping and analysing the documents from the Scopus
database, as well as highlighting the top ten of them, have
the “consequence”, in a way, of obtaining an answer to
RQ4.

4.4 Analysis by Countries

In the present study, space was allocated, and an analysis
of the bibliographic linkage of countries was carried out
based on information extracted from the Scopus
database. After determining the minimum requirements
in terms of i) the maximum number of countries per
document — 25; and ii) the minimum number of
documents per country — 2. After the constraints were
introduced, they found that of the 81 countries, 52 met
the thresholds. The visualization of the obtained final
result is presented in the following figure. We focus on
the fact that within the network visualization: i) countries
are represented by their label using a circle (Jan van Eck
& Waltman, 2023); and ii) the weight of the document
determines the size of the label and the range of countries
(Jan van Eck & Waltman, 2023), calculating for each of
the 52 countries the total strength of bibliographic links
with other countries.
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Figure 6. Network Visualization of Bibliographic
Coupling of Countries

The United States had the highest number of documents
(n = 210), the citations (n = 3383), and the highest
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total link strength (17009). The United Kingdom had the
number of documents (n = 58), the citations (n = 491),
and the total link strength (8097). India had the number
of documents (n = 48), the citations (n = 335), and the
total link strength (4630).

Table 6 ranks the ten countries with the most scientific
publications. It indicates each country's total number of
citations and the overall strength of the relationship.

Table 6. The top ten countries by the number of
documents

No. Country Documents Citations TLS
1 United States 210 3383 17009
2 Kﬁrgfﬁn 58 o 8097
3 India 48 335 4630
4 Germany 39 495 7469
5 Italy 39 506 5735
6 Singapore 26 418 3023
7 China 26 757 2947
8 Switzerland 20 722 4886
9 Australia 19 58 3154
10 Canada 19 250 2583

* TLS (Total link strength)
*The results obtained and presented were extracted after
using the software tool VOSviewer.

Based on the information extracted in Table 6, we will
briefly present one part of the documents for each
country. In this line of thought, we will first focus on the
leader that is brought out in this ranking based on the
number of documents from the Scopus database, namely
the United States:

i. (Brho et al., 2025) — a publication in which the
author's team found that, contrary to a significant
increase in the number of publications on cybersecurity
investments, there are significant gaps, and they also
found that there is still no distinction between
cybersecurity spending and investment.

ii. (Xiang etal., 2024) — The authors acknowledge
that the cyber risk insurance market is in its infancy and
further develop a “Bonus-Malus” model for cyber risk
insurance (Xiang et al., 2024).

iii. (Arce et al., 2024) — The researchers presenting
this research paper note that cyber insurance is a popular
tool used to manage cyber risk (Arce et al., 2024).

iv. (Lee T., 2024) — The author focuses on the
problem of software monoculture and adopts the idea that
there is a common, popular software that is used by all
firms, and is thus a source of correlated risk (Lee T. ,
2024).

v. (Jung et al., 2024) — the research team explores
the opportunity related to how enterprise risk
management can be used to address a firm's vulnerability
to cyber risk (Jung et al., 2024).

The second position is occupied by the United
Kingdom. Here we present key points from the following
scientific publications:

i. (Baker & Shortland, 2023) — This document is the
result of collaborative research between representatives
of the United Kingdom and the United States. It
highlights consequential loss minimisation as a form of
insurance-based management and is based on interviews
with industry people.

ii. (Pal R. et al., 2020) — After conducting an
empirical study, the researchers found that third-party
commercial cyber risk management (CRM) markets,
including cyber insurance, are steadily, albeit slowly,
gaining in popularity. Thus, providing a kind of conduit
for transferring so-called residual cyber risk to ecosystem
managers after attack events (Pal R. et al., 2020).

iii. (Pal R.etal., 2021) — and in this publication, the
author's team focuses on the growing popularity of cyber
insurance, but in parallel finds that there is a certain
probability that the nature of a successful attack is of such
a magnitude that the insurer will find itself unable to
cover the multiple aggregate losses suffered by its
customers and their successors in the supply chain. This
is, in fact, a prerequisite for the need for reinsurance
through other cyber insurance companies (Pal R. et al.,
2021).

iv. (Woods et al., 2021) — In the referenced research
paper, the researchers present information extracted from
the regulatory filings of 26 insurers about cyber insurance
pricing. In addition, empirical observations are provided
within the paper regarding the variation of premiums
according to the type of coverage, the amount and type of
insurer, and over time (Woods et al., 2021).

v. (Laszka et al., October, 2018) — already in 2018,
during a scientific conference, a solution was presented by
modelling the interaction between a potential client and an
insurer as a game of signals with two players, to a problem
arising from the so-called information asymmetry. In this
regard, insurers often require potential customers to self-
report their risks, and thus, adverse selection arises,
resulting in unfair premiums and reduced acceptance of
cyberinsurance (Laszka et al., October, 2018).

Next, some of India's leading learned publications
will be presented, which for the period under review
number 48:

i. (Sood et al., 2023) — In the book The impact of
climate change and sustainability standards on the
insurance market, from 2023, the authors discuss issues
related to data science use cases for claims processing. In
addition, space is given to fraud detection and prevention,
policy administration, pricing and underwriting, and last
but not least, issues relating to cybersecurity, data
protection, and big data regulatory reforms (Sood et al.,
2023).

ii. (Biswas et al., 2024) — In the scientific paper “A
hybrid framework using explainable Al (XAl) in cyber-
risk management for defence and recovery against
phishing attacks”, a hybrid framework based on
explainable Al techniques is proposed for assessing
cyber-risks posed by correlated phishing attacks. The
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proposal is built upon and goes through five phases in
which the probability of expert phishers is calculated, the
probability of phishing attacks against a firm is
calculated, phishing and genuine URLSs are categorized,
followed by estimating the joint distribution of phishing
attacks, and concluding with recommendations to firms
based on calculating optimal cyber insurance investments
relative to IT security (Biswas et al., 2024).

iii. (Bhamidipati et al., 2021) — In the framework of the
scientific conference “2021 IEEE International
Conference on Blockchain (Blockchain)”, a scientific
paper was presented, in which a proposal for a new
“ClaimChain” consortium blockchain platform was
made. It is a platform that uniquely transforms the state-
of-the-art approach of the NICB/ISO database
architecture. This is done through increased shared
intelligence, and at the same time, there is participation
from insurance companies (Bhamidipati et al., 2021).

iv. (Mukhopadhyay et al., 2019a) — To mitigate cyber
risks, the researchers who authored the aforementioned
research paper present a Cyber Risk Assessment and
Mitigation (CRAM) framework. Generalised linear
models were used in the preparation of the study (GLM)
(Mukhopadhyay et al., 2019a).

V. (Mukhopadhyay et al., 2013) — This paper

addresses the issue of how to minimise the impact of
financial losses caused by security breaches. The author's
team focuses on the use of cyber insurance products by
proposing models to help firms decide on the usefulness
of cyber insurance products and the extent to which they
can use them (Mukhopadhyay et al., 2013).
The presented detailed analysis of the bibliographic
linking of countries, based on information extracted from
the Scopus database on the topic of “Cyber risks and
cyber insurance”, by its very nature and significance,
answers the research question posed under number 5 in
the “Introduction” section, which the author's team set
out to achieve the main research objective.

5. MAJOR FINDINGS AND OUTCOMES

Following the above algorithm and adhering to the
adopted methodology, it can be concluded that the result
of this study is the fulfilment of the main author's stated
goal, namely, using bibliometric visualization to present
and analyse information extracted from the Scopus
indexing database, on the topic of ,,Cyber risks and cyber
insurance*. This is a fact in the context of the following
generalised scientific conclusions:

i. The growing number of scientific publications is
proof of the unconditional and categorical evolution on
issues of ,,Cyber risks and cyber insurance®, emerging as
a centre of attraction for researchers, making it key in the
field of insurance.

ii. The period 2020-2024 illustrates the highest share
of papers in the Scopus database on the topic, making it
the most intensive and “fruitful” period for authors of
publications.
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iii. From the analysis of the most active authors, it
was found that the leading author according to the
criterion of the number of published papers in the Scopus
database is Dusit Niyato with 17 scientific papers on the
topic of ,,Cyber risks and cyber insurance*.

iv. The leader in terms of most frequent keywords is
unquestionably the term “Insurance” (230 occurrences),
followed by terms representing a combination of
keywords such as “Risk management” (164
occurrences), “Cyber insurance” (136 occurrences),
“Risk assessment” (126 occurrences), and “Cyber
security” (122 occurrences).

v. A place is also given to the analysis of the
documents, after a preliminary limitation on the number
of citations per document, namely a minimum of 2
citations, has been introduced, and a map of the
highlighted documents has been visualised and
generated. The presented ranking of the most cited
documents in Scopus highlights (Rajapathirana & Hui,
2018), with 596 citations, although it does not fall into
the largest set of documents.

vi. In the course of the research, the leading

countries that generated the largest number of documents
on the topic of ,,Cyber risks and cyber insurance* were
identified. The United States is the leader with 210
documents and 3,383 citations (the country also ranks
first in the number of citations reported in the Scopus
database), followed by the United Kingdom with 58
documents and India with 48 documents.
Findings based on a taxonomical study using
bibliometric visualization on the topic of “Cyber risks
and cyber insurance” result in new semantic information
needed to optimise and streamline insurance business and
science. By conducting this research, definitive answers
are provided to the five key research questions posed in
the Introduction section, aimed at uncovering 1) relevant
trends in the scientific literature on the topic of “Cyber
risks and cyber insurance”; 2) highlighting the leading
authors on the topic at hand; 3) as well as the most
common keywords (after introducing certain criteria); 4)
identifying the leading papers in the field of cyber risks
and cyber insurance; and last but not least; 5) illustration
of the leading countries in terms of the number of
documents each of them generates.

6. CONCLUSION

Limitations

Only files from the Scopus bibliographic database were
used for the network analysis. The choice of this database
was dictated by the fact that Scopus has a rigorous
selection process and is one of the largest citation
databases (Baas et al., 2020). Outside the scope of the
study remain documents from the following databases:
Web of Science and Dimensions. Lens, PubMed, and
reference manager files (i.e., RIS, EndNote, and
RefWorks files) were also not included.

When collecting data from Scopus, no restrictions were
placed on scientific publications in terms of document
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type, source title, subject area, affiliation, funding
sponsor, country/territory, and open access.

The taxonomical study presented here, using bibliometric
visualization and analysis of the information extracted
from the Scopus database, the author team does not
define it as completely comprehensive and definitive.
According to the research team, there are some
limitations in the study conducted. The focus is mainly
on emerging and escalating cyber risks and the
importance of insurance activity in this regard, and more
specifically in the face of cyberinsurance as an economic
activity aimed at minimising and/or neutralising the
consequences of these risks.

In terms of the practical orientation of this publication, it
is necessary to note another limitation related to the non-
exhaustive presentation of trends and forecasts related to
cyber incidents resulting from the manifestation of cyber
risks. Despite the presentation of more than one piece of
research by insurance experts, the viewpoint of all
insurance industry experts regarding the prospects for the
development of cyber insurance as an economic activity
significant for humanity to address the threats of cyber
attacks is not fully presented. With this in mind, the
Results and Discussion section of this publication is
based on a limited number of academic research papers,
and the research itself has the characteristics of a
theoretical desk study based on skills associated with the
use of a purpose-specific bibliometric visualization
software tool.

Given the flexibility and adaptability of the insurance
industry, in the face of cyber insurance and the increasing
connection with the negative and turbulent development
of cyber risks, the author's team does not aim to explore
all aspects, both theoretically and empirically. There are
several controversies in the scientific literature, in
relation to and regarding the interdisciplinarity of part of
the chosen topic, namely the subject matter related to
cyber risks, the ethical issues that the development of the
same raises, and others. In conclusion, it may be noted
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